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Abstract

Making mamfarturing systems mare robuet {ie. able ta earry out their fonetion under the
presence of fanlta} is an isue of paramount Importenes: it involves oo-line and reel-time detectiom
af fanlts, diagnoais af fanlta, and recovery from the fanlts. In thie paper, we present a system that
in able tn generate practical and officient solutinne for thess problem. Thie approach we present is
available as part af [FCS { Inteligont Process Cantrol Syetem), which is 2. model- based environment
for generating monitaring, eontral, simulation, and disgnesties applimtions for large-scale, contin-
ume process plants. IS has been used to gensrate practicsl real-time disgnostie and recovery
applicatimme in chemieel and en-generatnr plants.
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INTRODUCTION

Many manufacturing plants aperats nnder tight budget ermetraints and hawe to entiefy inereasing
productirm and quality demands. Fanlts and mubeaequent lost uptime negatively impact the battom
line; henee a syetem that can detect, diagnme and recaver from fanlts beeomes vital to the mccess
af the eompany. In this paper, we present a. practicel opproach and progromming eRnroRmenE
mimed at generating dingnoeia and recvery applicatime far large-seale plents.

The generatinn of diagnreis and recorery applicatinne reipes many mteresting and eomplex prob-
lema. Fanlt detectinn, fanlt diagnee®s, and recavery from dingnneed fanlts an as maintain produetiom
echedules are the problems that e think of at first glance. A common requirement for salving thess
problems I8 that they be aalved in real-time, 1.e. within acceptable time-limits. Annther sapect
af thess pnlutirme is that they mmet be based on obeervetime of a. working, dynemic syatem: the
plant. This bringa up all the problems amaciated with mo-line systems, much a8 nommanatanicity,
crmtinurme aoperation, asynchronme events, interfare to external environments, unesrtain ar miss-
ing dats., high parformance requiremsnts, temporal reesoning needs, and guarantesd respones time
[13].

Fau¥ defecfion invalves developing modek of normal plant behavinr and establishing eriteria, for
winlatinna. An imue that is eomman to fanlt debectiom and fanlt disgneeis B the aptimal alloestiom
and placement of senenm tn monitor plant behasior. Faelf diageosiz raiee problems of single
and multiple fanlts, propagated faults, senear failures, feedback loope, different phases of plant
oparatinn, active and paseive operation, timefresnlutinn tradenffs, and forewsroing [14]. FoelE
reroare ry involves imnes such a8 planning, meatructuring monitoring and eontral, and re-acheduling
aperatinnag.

Opearatnme try tn handle thess Baues o & heuristie lowel, In many eituatinons ther practieal,
exporimesbaped lmaowledge of process beharior is sufficlent. Plant enginess attempt to tadile
thess problems by building multiple modsels: modsels of plant beharior, models of plant monitaring,
mndels af fanlte m plents, and madels of recovery atrategiss. Thesse madels may reflect 2 desper
underetanding of the proess, and, hapefully, may eontribute to a better oparatiom of the plant
than a heurietic approach. k & the central asumption of thie paper that models of plané befimnior
can mnd should be effectively wsed in day-fo-day panf operafions. Modeling raisss the imus of
first specifying eomplex models and later maintaining {ie. teeting and velidating, and eonstantly
improving} three madels. Sinee much time is spont in epecifying and mamtaining thess modals,
it makws ponee to make thess madels as generic as posdble an that they can be rensed in andther
applicatim for & similar plant. Far a method to be pracical for ueage in hngeamle plaote, i
abvimely has ta addreas all thess problems.

This paper i8 organized as follows. Firet, a practicl programming snvironment which addresses
the problems mentinned ahewe I8 presented. Mext, the fanlt modeling and disgnostie approach
in deseribed, follmared by a. description of popsible fanlt reeawery strategies. After this, o amplk
applicatirm I8 presented which has been used in & real situatirm.



IPCS

The approach deacribed in thien paper B aseilsble as part of IPCS {Inteligent Process Contral
Syatem} [14] [L1], which i8 & domain-oriented, model-based programming enmronment for developing
saphBticated manitaring, eantral, Bimulation, disgnoatics and recovery appheatiome.

The gnal af IS 18 tn provide an msy-to-use envranment which ean be amployed by engineas
with little ar oo adftware enginesring erperience. IS achieves the through the uee of various
models: the models are specified by domain sngineers, and [FCS creates an execntable application
from them auwtomatieally. Thie approach 8 clled model-baped programming and it hes found
applicatimm in meny aress [1] [24]. The ker eoncept here B that the models are domain-aspecific,
le. built from coneepte reated to & particular field. In the cape of IPCGS, this field I8 ermtinurme
procss enginearing.

Madeling paradigms and principles

The madels that the process enginest reates nsing IF0S are mpable of representing { 1} the engi-
neer ' Imawledge abaut the plant, and {2} what the neresmry monitaring, eomtral, simulatinn, ebe.
artivities shauld da.

Iivery madel built belmge to one madeling paradigm. IFCS supparte the following madeling
paradigme:

1. Procesa models,
2. Equipment madels, and
3. Activity madels.

Throughaut the mndeling paradigms hierarchical rnganization is used: models represent entities
a0 various levels of abetraction. The berarchical onganiratiom offers a technique for managing
complexity, and was found wery useful in many enomplex situstinns. (eneral graph modek eould
haweboon an alternative, but they grew to unmanageshle gze very quickly {sepecially, when vimal
mode editing wes used). For thie remsnn, we prefer the use af hisrarchical model arganisatinn.
Iwrewer, the nee of hierarchies is not mandatery.

Procesz models are need for representing fanetinnaelities in the plant. They are hisrarchieally
arganked disgrame, mch block in the hisrarchy deacribing a material, snergy ar informatiom tranefer
procese. A process represents an identifiable sub-functimmality of the plant.

Feuipmenf modelz deaeribe what the plant's hardware 18 and how it I8 constructed. Thess
mnadels are alen hierarchicsl digrams, ech node representing a, piere of hardware, be & o aimple
companernt {like 2 valve} ar 2. complex amembly {like a distillation eolumn}. An equipment madel
repregents & part of the plant's hardware.

Arfinify modelz deacribe eomputatinne which implement the desired mnitoring, enotral, sm-
ulating, disgnnetics and recavary funetirme. They are hisrarchically organived dofaflar dizgroms,
earh node repressnting a {smple ar complex} adivity performing same kind of data processing.
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Mndeds are crented, adited, and presented in the form af varime diagrams, and stared in an
object databape mansgement eretem {ODTIMS}. The diagrams emntain iemms, connectinne, and
various attributes aeeociated with them. The user mteracts with the models weing & vieual madsl
builder tonl, aa described below. Models tend to be complex {Amply beraues ther domain: the
largogeale plants are eomplex}, and for this reesnn therse are built-in capabilities in the system
tn manage the caomplexity. These mpabiities are provided m the form of varoue organirational
principles, including:

» fierarchy: Models represent entities cn varicus lewels of abetracting.

» Nuffiple mapecfs: Models may ermtain many objects {iemme, eomneetinne, ste. }, but only thoes
are shrem Bmultanemely which are releveant m a given asperf. Aspects partitiom a. eomplex
madel intn manageable pieces. The modeling paradigm defines what aspects are arailable,
what abjects they ermtain, and heowr they interact with each ather.

» References: Models can ermtain “poinbers”, 1.e. peferences tn other modelk. Far example,
activity models {ie computatione} must often be tightly eonpled to plant modekk {e.g. alarm
limits may be dependent an equipment siza}, and this an be sxpresed by ineluding a.reforenes
t0 an equipment parameter in the activity madel far the alarm detectinn operatinn.

» Condifionals: Model compoanents magy be ernditinnalived based an the “activeness” af other
companents. For emmple, depending on what state 2. process B I {e.g. shubdown, startup,
or running }, different mathematical modek describing the process must be used.

# Types: Modek {if they satisfy certain requirements } may be ermverted to madel types, which
can be considered library companents. Types can be re-used n many maodel eonfigurations,
and ther are stared in a single, shared copy

The applicatiom af thess madel arganization princples makss poseible the ceation of very complex
mndses far large-scale plants. Mext, we lnok at the varioue modeling paradigms in detail

Plant madels

In Frocess Modes {FRL), the plant's funetinnalities are represented in the enntext af the follmring
mEpectE:

1. hierarchical process firmr sheots {(ermtaining processes, strenms, eannertinne ammyg them, and
process variables and parameters},

2. mathematim] models {enteining mathemsties]l varisbles and amocinbed esquatiome),

1. faillure-propagatinn graphs { eontaining process failure-mades and their eonnectinma},

4. finite state models {ontaning discrete states and state transitinne), and

f. processeqipment amaciatione {eontaining references tn equipment models and enoneckirme
betwresn process failure-modes and equipment fanlt-statea).
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The last ane is an example for references in models: & procsss may contain references to equipment
madels, and thess references deperibe the hardwars needed to realive the functinnality defined by
the process.

In Equipment Mndels {Ith{}, the plant's equipment is described neng the follmwing sepects:

1. hierarchically organized equipment structure {containing equipment and their Interconnec-
tinne, and variahles and parameters related to equipments),

2. finite state models {ontaning diescrete states and state transtinns), and
1. fault modds {eontainmg anticipated squipment fault-atates).

Mote the distmetion between functinnal {ie process} felluremndes and equipment fanlt-atates:
faifure-modes represent how a function may fail {ie 8 requirements are violabed), while foelE-
sfafes repregent the actnal problem with the equipment which @used the failure An ewam ple might
be 5, Storege proces with 2. Storagalevallaw fallure-mnde, which may be amacisted with the
equipment Tank's Laaking fanlt-state PM-s and EM-s together are called Plasf modelz, bocanpe

they let the enginesrs express their knmwledge of the plant.
Arctivity madels
Amnng the Activity Models (AW} the follmwing model categories are arailable
1. ajgarithmic {for user-defined subrmitines and librariss},
3. timer {for gemerating timed pulses v delays),
1. finite-gtate machine {for diecrate asent contrals},
4. dimulatimm {far parforming realtime simulstimm},
f. external interfare {for ecommunicating with external datasnurecea),
fi. operatar interface {for eommunieation with the plant operatar}, and
T. compennd {for anganizing activity hisrarchie).

The fimt ones are primitives {in the senes that they dn nat eontain ather activities ), while the last
mne embeds other activitiens. Primitive activities are dataflnw blocks, which include a eomputatinon
ta be acheduled when input dats I8 assilable The computatiom can be very simple {like a user-
written eubroutine}, or wery complex {like & sophisticabed squatinn salver for a simulatiom blocky).
The acheduling paliey B implemented by the mn-time suppart eyetem af IPUS which B based
an the Multigraph Computetionsl Maodel {MOM) [E]. The MOM is realized through a macro-
dataflow, platform-independent kernel {MOK) that allows the dynamic eonfiguretion of complex
computatinnsl echemes. Thie feature B availeble in auch & manner that IFCS applcatime ean run
mn distributed, heterngenema computer systems. The eompound activity madels are hierarchieal
dataflrw diagrame organized from primitive and other campound activity models.
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The pawer and practical applicability of IFCS is greatly enhanesd by the uee of refarences tn
process and equipment models inside the activity maodel. This feature makes the activities truly
madd-based: their behasinr is dependent on the contents of the artual plant models. Beferences
in activity madsls to plant model eamponents inehide, for sxmmple:

» references to process equatirme in eimmilatinn ackivities: they indicate m the simmlatinn which
equatinne shauld be aalved,

# references ta fallure-modes and thelr ermnectinn to alarm wariahles W a eompound activity:
they mdicate the psnenry manifestating aof the procsas falure mads,

» references to process parameters and ther eonnertinn to activity paramebers in & compeund
activity: ther Indicate the eofterare parameter shruld take the value specified by the plank
madel.

Mote that there can be an autnmatic eorreepandence between plant models and activity models: if
the plant mndel changes, artiwity models {the software which ness them} will antomatieally changs,
and an errar will be fagred if the uesr attempte ta run an inenneistent applieatimm.

One impartant feature of IPCE is ite capabilty to interface with external eompanents. There
are thres major interfaees arailable:

# Rxfernal inferface for data ennnection with the plant's inetrumentation and {lowr-leval} eantral
BFEbem,

» Operdor inferfare for eomminicating with a hnman oparatar, and

» Rrfernal dafa Randler inferface for commmnicating with exbernal padmges {like aophisticated
smulatar systema, databanks for non-idesl chemical properties of materiak, ste.}. {Thess are
an optimal enmponent and based on domain-specific installatinns. )

MNate that the external interface ta the plant's instrumentatinn s bi-directinnal, ie. IPCE can, for
instanee, provide sstpoints to low-level eontrallers. These interfares makes possible the integratinn
af ¥y camplex syetems. A typical scenarnio is the following: plant dats 8 monitored and sent
ta & plant @mulatar, while same af the inputa to the emulatar are eperified by the aperator, and
the gimulatirm results are then deplayed. This way the aoperator can experiment with “what-if™
ecenarins and obeerve the offect of Intended changes oo the plant. The external components are
accessed through standard, TOF TF-based networks, an it is possible to involwe syetems on a glabal
ecale,

IS can be used for creating highly reussble models. For Instances & process maodsl of a
distillatirm enlumn can be develnped and refined, and stered a8 & fype which can be reused at
many pleces in & plant hierarchy. Model types can be stored in & separate databaps, thus farming
8 ibrary of typea, which can be distributed ammg planta of a. earporation. An enginesr @mn either
use the model type as it B, or can make hia her own modified vemsion of it.
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Figure 1: Trpiml model editor scresn

FICTIEL IIIEETE

Figure 2 Typiml operatar mterfare seresn



Implamentation

IFCS E implemented in the framesark af the Multigraph Arnchitecture, which is a generic soviron-
ment far building mndel-based programming snvirnmnmenta [1]. In IS {pee Figure 1}, & grophioal
model pedifor provides g vimal programming envirnnment for building models. The uee of graph-
im 18 not exclueive: whenewer remsrmable, text is ueed {eg. equatinne}. Models are stored in an
ODTMS [L7T] which supports sophisticated datastruetures and netwark acees. A sysfem infegrafor
fool farilitates the ermetruetinn {i.e. linking } of exerutable applicatim programs. The executables
crmtmin:

1. mndel interpreters {ta build the run-time objects from models); the run-time objects are the
MO K abjects which dn the actusl werh,

2. sperial run-time suppart madules {e.g. equatinn ealver, diagnoetice reaAnning engine),

1. user-defined subroutines {compiled and lmked},

4. the Multigraph Kernd {for implementing the lmr-lewel scheduling paradigmy},

fi. the externsl dats interfaces {for the plant data interfare and other external pacmges), and
fi. & graphical oparator Interfars.

When an exemtable 18 starbed, the maodel interpreters creste and configure the computatinns im-
plementing the required functinnalities. Faor this, they need the models stored in the databass.
Omnece interpretatinn s finished, the model detabass can be talen aff-line hacanee all the required
infrrmatirm is present in the running code

A trpical graphical model editor seresn 2nd an operator interface seresn can be peen on Figures 1
and 2, regpectively. On the madel editar ecresn, the madsl af eompaund activity DIISTILL-CHFO-ACT
in ghrmm. Dielmar the main disgram, two windnwe are aveileble {Browser and Beferenca ) far shrwring
gther, e.g. process, madels and establishing references to the objerts present there. Laft to the
middle, a textual attribute editor window can be peen which is ueed for sebting the attributes of
& leal parameter. On the operator interfare seresn there are multiple windows asailable for (1)
displaging the status of the procsssss {upper left corner), {2} shrwing the graphs of snme varishles
and inputing walues {mn the left}, {{} deplaring the status of the equipments af the hierarchy
{upper right corner}, and {1} showing the currently active alarm list {bower right eorner). Note that
the hierarchy ie defined by the models and the seresn with the graphs and buttmme are eonfignred
thraugh activity modals.

Practical excperiences

IPCE has been installed at a paolyester inbermediates plant in the 178, and at various other gtes
in Japan. There has besn many, non-triviel applicatinne built ueing the system, incuding eystems
far eritical varible monitaring, dynemie simolatirm of & eritical aectim of the plant, senear fanlt
dotectim and others, with models medmm eompledty {sbmt a 2-30 different objects in the
modes}. The modd-based approach hasbesn proven ueeful, for example: the appication deveopars
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Figure 4: IPCS Implementation

crild direct]y inbegrate their madels af the plant with resl-time dats., and the operatome had direct
access tn high-quality {'idesl'} simulation madels to compare the pledt's behasior with. This
latter capabilty was enormmely helpful in diagnosing probleme reated to the dynamic behariar
af processes. In annther applicetinn, catalyst eomeentratirmes were predicted by & simulatinn neing
instantanenne fmwr and temporature messurements. {Catalyst eonentratinone can be messired,
hrwrerar, 1t takes abaut M) mine ta obtain a mesmired value }

FAULT DIAGNOSTICS

We hare dewelrped a generic fanlt madefing and diagnosis methad, and the reader is referred ta
[Y] for & more detailed discussion. A summary is presented hera

Fault modeling commences by decomposing the plant's funetinnalities tn generate a. process
hierarchy, and the plant's strueture tn generate an equipment hisrarchy. A process model in the
pracess hisrarchy may hasre o st of fadure-modes that represent antidpated deviatime from its
normal behavior, Faulf propagafion grapfiz which represent cansal reltinnships amonget process
fallure mndes an be specified. A fault propagation graph eontaine failure-mndes a8 vertices and
the adges indicate passible propagatinne. A fanlt propagatinn B weighted by an estimated propaga-
tirm prabability and a propagation time interval {indicating the mmimnm and maximum sxpected
time for the propagation to happen}. An equipment madel in the equipment hisrarchy can hase
faudf-sffes which describe how the equipment may fail. Propagetione can alo be sperified from
equipment fanlt-states tn process failure modes, thus relating the nndes of the twa hisrarchisa.

Alarma, which are generated from eenenr values using enitable algarithmic activities, @n be
ssaaciabed with process fallure-mndes. Alarme are binary variables, which can be ether O§ ar OFF,
and they carry & tmmetamp identifying when their value changsd. When an alarm hecnmes 4 for
the firmt time, it triggem the diagnaetic ressnning engine. The reasaning syetem nees informatinn
related to {1} currently active {i=. O} alarmae, and {2} structural, probabilistic, and temparal
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Figure 1: Craph of an example fanlt madsl

conetraints specified by the fanlt-propagation graphs to generate a disgnoeis result. The ressoning
algarithm traees back almg the edge of the fanlt propagation graph from the currently active
alarm est to caleulate the primary failure-modes af epecific processes which may hawe canped the
current alarm seenarin. Prmary falire modes are the mmes that magy hawe caneed the current
alarm pequence The resanning procedure B very effident eomputetinnally: all algarithme are
af palynamial enmplexity. An example fanlt made is ehown in figure 4. Om the graph, squars
blocks represent equipment fanlt etabes and dreles represent process faluremndes. Daotted circles
reprepent fallure-mades which are monitored, 1e hase smociated alarmse. Each edge in the graph
in welghted with fanlt propagetion probability and time interval. Mobe that this graph appeam n
& different manner an the visual madsel builder.
Some extensimme to the fanlt madeling and diagnoeis methad are as follows:

Forewarning of eritical proess failluremades. This is implemented by operatmg the fanl
maodel in a “farward” manner {as appaeed to “baclward” manner ueed W diagnosie}: dowm-
stresm propagations are calenlated and Impending failure-modes are signaled.

Fault aourees can be either process fallure-mades ar equipment fanlt-states. The latter caseis
true if thers are process fequipment amacistime present and the fanlt-stabes areconneced to
failure-mndes. Onee these ennnectinme are buit, the disgnosis reaults are presented in terms
af actual equipment fanlt-states.

The diagnostic engine can gensrate a epecific event for each dmgnoeed fanlt source. Thess
events can be plared into activity models, and often serwe as triggem tn fanlt recovery strate
giea { mplmented 28 activitiea).

Fueifity for eaplicitly modeling redundant equipments and explicitly madeling finiteatate
machines far ackivating redundant equipments. Thie is reslized by o epedal cam of finite-
gtate models: in the process/squipment aseocmtinne aspect aof the FM-8 one can intraduce
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8, finite-gtate antamata which models the dynamically changng amadation af equipments tn
the process.

# Logs for current 0§ alarme and alerm ewent hetary.

These additirme hase been Implemented in arder to facilitate the specificatinon and Implementatirm
af fanlt recnvery strategies. A fanlt recovery strategy needs to know {on a timely basis) {1} the
identity af the fanlt sruresa, {2} what may happen in the future, and alan {3} the status aof barkup
equipment should & deride to make & ewitch.

As mentioned abowe, the main fanlt diagnoetics algarithms hase alan been optimired with
regards to their exemtion time. It is alen poeeible to dynamically change fanlt propagation prob-
ahilities and time intervals of any fanlt propagatinn link: for example, in an activity model one
can utifiee an algarithmic activity to celeulate the parameters for a fanlt propagation link bassd
an actual Anw-rates and this will effert the behasior of the disgnoetics ressmming mechaniam. This
wes mtrodueed In order to track the plant's behasinr over a est of pomible ranges, for example,
with different production rates. Menee, fanlt propagatiom parameters can always be re-calenlabed
whenewar the need arisss and all posaible propagatinne with all possible parameters da oot hawe ta
be enterad intn the fault madd.

The basic fank modeling and disgnmetics methnd has been ueed to generate diagnnetics appli-
catinnge far power generatinn plents(11], chemiesl plants(11]], and aernepace wehicleald]. The largest
rea] gyetem that has besn modeled this way had about 4400 feilure modes. It works well with
camnplex and multiple aures of data by rapidly reducing volumes of information to eignificant
results. IMence, we fee] that this approach represents a generic and practical chriee for addressing
disgnretim problems in large-seale planta.

FAULT RECOVERY

Fanlt recovery 18 an extremely complex prablam becauss it requires effective salutinne in the areas
af planning, recnnfiguratinn, and re-acheduoling. We chomee not t0 design & gerend fanlt recovery
methnd, instead, we dedigned the programming ernronment (IS} to be open-ended: it is able
ta ineorparate additimal modeling eoneepta and provides enaough mechanipms to generate complex
fault recovery applicatinns.

When fanlt recawery is exparted | aame response needs to be generated by the supervisnry eantral

gyetem. Some af the diferent kinds of responess that can be develaped include:
» Initiating actimme based on an algorithmie activity, ie. & special-purpose algorithm. This
may mvalve any calenlatiome, actiome introdueing changes in eontraller setpointe, ste.
» Switching to baclmp equipment.

#* Recofiguring eontrol and monitoring strategies.

The abave alternatives can be realived by employng appropripte activity models, where the disg-
nreE reults appear a8 events m the dataflmr of the syetem {in the eantext of & eompound activity
modd}, affecting other activities,
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Figure 5: Finite-State Machine Maodel for ewitching to backup equipment

The finite stabe madeling ermeept is ane basie building black for ewibching to backup equipment
and reconfiguring contral and monitoring strategiss. [Jeem can deacribe different states and tran-
gitinne betwesn them and can epecify the actimme to be talien In cape & gtats transeitim oomre. As
an emmple, Figure i shrws a eompound activity which containe a fintestate machine {SWITCH,
its details shaown in the lower right corner} which models a ewitch operation to baclmp eqmipment.
Suppoee, In a plant, we hame two pumpa & {main}, and B {backup} which suppart some functim.
In the eomprund activity, events are defined {4 _FAULTY, B_FAULTY} which are generated by the
disgnretim syetem whenever the carresponding pump is detected fanlty. Other avents {4 _0E, B_0K}
are derived from thess, and they ndicate that the respective pumpe are healthy. These events
trigger transitimme on a finitestate machine betwesn various operation modes (WORMAL, BACHTF,
THOFERATTVE}. The machine tracks the state of the ayetemn, and generstes autput events {MATH_04,
BACHUF_0N} which may switch the sequipment. Similarly, eontral and monitoring strategiss can be
ewitched to different rmes upon changes in the state of & promas.

Currently, the ueer can tale advantage af the varinue madel building falities provided by ICS
in arder ta build generic activities for ewitching tn backup emipment and recanfiguring ermtral and
momitaring strategies. Note that these strategies are Implementsd as high-level, ¥isual madels. The
dizgnreties engine provides enaugh informatiom in terme of diagnoeed fanlt sourees and forewarned
faflures (including enrliest times af failire} to be able tn validate varinue generated actinne from
the viewpomts of {&} there B mfficient time for the chasen recovery strategy, and (b} there are
sufficient non—fanlty equipments to guarantes the executiom of the chopen recwery strategy.

In detail, the disgnratics ayetem can activate eperific evont variables in adivity models when a
piere af equipment was diagnreed as fanlty or a process failuremode was identified a8 the primary
fault eouree. Thie event activation may trigger ather activities, initiatng a complex fault recovery
pequence. Some pomible seenarine melude (but are not limited ta):

» Adjustment of alarm detectiom limits.
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» R.em:;ﬁgunug the manitnring artivity madels {artivate and deactivate parte of the activity

#» Initiatirm of & eorrective eomtral actiom. If oo respones i deberted within a time-lmi:, a total
ghutdown pequence can be started.

Mote that all thees activities ean be “programmed” using the visual madel builder of TPOS.
While the above and other seenarios can eesily be built ueing the current IFCS, mare tools and
crmeepts hare t0 he provided to ueers o that they ecan build eomplex plant-wide reonwery stratogion.
We are mirrently warling on extending our method ta inelnde more formal mesns of deseribing
planning activities, resnuree eonstraints, reconfignratinn activities, and scheduling activities.

AN EXAMPLE: SENSOR VALIDATION

We present a reallife applicatinn develnped for a larnge-ecale polysster intermediates manufactur-
ing plant and implemented in the framewark provided by IFCS. The application 18 using similar
techniques ta three af [141], howeser {1} it emplys 2 simpler Internsl representatirm: direct graphs
instend of matrices, and {2} “groes ermame” {senear ermome in our cepe} are detected by BEmple logical
and statistical tests on the input data.

The prablem is ta walidate flowr and lewel sensare, 1.e. diamasing fanlty senenm and predicfing
the artusl rendmge of dingnneed fanlty seneare. Multiple interlncking materisl balencees perwe aa the
bas® for fanlt madelng: a material balnes squatinon spedfies a mathematiml constraint ammmg
the values af penaar redings. A balance equatirm deseribes the physical fact, that outflows from
& syetemn must be equal tao the enm of the inflowse and the changes in lewels {(t0 accommodats
accnmulating, abe ). An example of material balanees mn 2 eectinn of a hypathetiesl plant s shrem
in Figure §. The sectinn eonsdiete of a distilletinn ealumn with ite overheed feedmg a tank. Thres
material balanee equatinng are derived from this eection {based upon the law of conesrvation of
mases, and eesuming that there are no lesks in the sectimm}:

1. Dalanes N1 18 F1 = F2 4+ F4.
2 Dalenes N2 8 F1 =F2 4+ AT F4.
3. Dalenee O s Fi=AFL1 4

The flow penenm F1, F2, F4, 74, and the lewel senear L1 are modeled such that each has a. Fanlty
fault-atate. Violation of balances 11, 112, and 11§ are modelsd as process failure-modes {BY, BVZ,
and Hy3). Fault propegatinne are modeled from the Fenlty fanlt-state of esrh sensar to eech af
the balance vinlatinn fallure-mades, if that eensar participetes m that balanes. For example, there
exiets a fault propagation from the Faulty fanlt-state of fow senear F1 to the balance vialatiom
fallure-mades B¥1 and BY2. Dach fanlt propagation B weighted with 1 probability, and has the
range [I1, Sempling Rotr] a8 propagatirm time interval. Instanees of the same type of algarithmie
activity are ueed tn monitar each balanes and fiag an alarm if a balanes is winleted. These alarme
are asaaciabed with their respective balines vinltion feilure mades. Onee a penaar 1s disgnoeed to
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FICTIRE IEETE

Figure f: A plant sectinn with flows and levels

be fanlty, a prediction of ita true reading 18 made in terme of a range; from all its amodated balanes
¥inlatinn residuals and readings of other non-fanlty senanrse.

The renl-life applicatinn has 11] material baleness and 35+ seneare. Figure T ehows the eom-
pound activity model for the senamr valdatinn applicatinn. The activity INTOMEDATAVED ia reapan-
gible far the dats interfare to the plant Instrumentatinn; the block HASSHALVES calculates the mass
balanees from the senar readings and outputs the the residuals for sech balaness and a wector of
binary flage indieating whether balaness hase been vinlated ar not. The block OMEDTAE determines
the statue af senenme and the predicted values for fanlty eensare. Barh pensar is modeled as having
the fanlt-states RamdHi, Baadla, StuckHi, Stuckla, and Stuck. The fault states are detected by
dring simple calenlatime on the input dats and generating alarme whenever a discrepancy is de-
tected. Alnrme are related to fallure-modes and eventually to the fanlt-states af the senears. The
results are eommunicated ta the aperatar, and will alan be eommunicated to the plant's ICS. On
& related operator interface eereen the following information is shawn: {1} eenaar status {fanlty .
healthy, ate }, (2} mesmred value (if the eensar i healthy), and {34} & range for the predicted valus
{if the Is found ta be fanlty, but becanes af redundancy, the eyetem B able to determine
upper and lower Emite for the etimated valuea).

During the firat week af its inetallatinn the applimtinon has disgnaeed at lesst 3 fanlty sensara.
It peams that these and similar applcations hawe the potential of subetantial sasings in plant
oparatinne. We hase implemented the applcation a8 & set of generic algarithmie activities that
can he instantiated for a set of material balances spoedfied in the madels. Duilding an applicatiom
from 2 set of balanee specificatinns involwes {1} configuring the models, {2} wiring up the input
data to the madels, and {3} implementing the activities to communicate the results and potentmlly
tale earrective aetimme. This example demanstrates that in TS wee can easdily embed warima,
well-lmnwm techniques and parlmges, and secmlessly integrate them with plent models, metam
programs, and other activity madals.
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Figure 7! Activity model for the senear velidation apphcation

COMPARISONS

It is heneficinal to eontrast IPCS with other approaches to the problems mentinned in the ntro-
ductirn. IPCS @n be compared with ather syetems n two aspects: {1} 88 an environment for
dewelrping applicatiome, and {2} a8 & ineorporates fanlt-madeling and activity modeling ta facili-
tate fanlt recovery.

Ap a, dewelopment ernronmenk, the clmeest eygteme arerol-time expert syetems and applicatiom
generatare.

Rea-fime expert sysfens are aophisticated knmwledge-based evetems which operate o & real-time
ervirnnment and are capable of repsnning a.bout the proceas, and parform monitaring, eontral, and
diagnretim funetirme. The met notable mample in this cabegaryis 02 by Censym Carp(7], which
16 uaed in varioue process contral situations. Renl-time expert syetems are typically using frame-
based representatiom forme for encoding static, relatimal knowledge, and rule-based representatinn
farme to enending actinne {end dynemics}. A general purpaee infarenee engine ia reapomeible for
firing the rulea, and implements a reasnning procedurs.

Mote that in thees syetems, all the lmowldge must be enmded in the forme of frames and
rules, which dn nat always benng to the swerpday modeling phileaophy of the process engineas.
The rule interpretatinn process has eome problems regarding offidency (becanse af the mheront
pearch and pattern matching iInwolwed in the process}. Jo case of IPCS, the underlying eoecution
emvirnonment the MO K kernel, is driven by dats axailability and has nn J:Leed for esanch and pattern

Applickion generagforg are CASE enviranments with a domain-oriented flasar: they are for
generating aaftware for a particnlar domain. The most sucessaful application generatare are signal
procseng and enntral eyetem dedign {e.g. Labwiew{Thi} by Natinnal Instruments). The applicatiom
goneratame eynthesire exemtable eode from high-lewa { moatly graphiml} epecifieatinns. The domain
af the applicatin generatame 1 mestricted: contral algarithm design, for emmple. They typimlly
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dm't provide modefing farilities for modeling the plant to be enntrolled and their model eanept
gat i rather limited. They do not require much anftware expertise, but becanse of their lack of rich
modding eoneept set, their uee i Iimited.

Ta compare IFCS a8 & foelf diamoefics and recowvery sysfem, we may look inta atb least thres
different syetem begaries| 1A]. {1} The rmle-based {or expart aystem-based )} a.pproeches uee spmp-
tom fanlt aseacmtinne(¥]. This approach ie effident for emall plants, but for large-scale syetems i
runs inta difficulties beranse of exponential algarithmic eamplexity, lack of temparal reaaoning, and
expanentisl growth of database sere[lf]. {2} Annther approach based on model-based resscning,
uge the plant structure and its normal funetinnal specifimtinn tn dentify fankt saurees [4] (6] [12]
[] [£1]. These methads pose problems for resl-time diagnmeis becanes of NF'-hard complexity, lack
af temparal reasconing , lack of facilities for managng model eompledty, and the difficulty of acco-
rately epecifying plant-wide functirmal melatinnehipa. {4} Craph-based approaches smploy el
fault mades and probabilistie reasaning[M]]. Varioue forme of thess madel hasme boen veed in the
proces industries, incnding fanlt treea(l], sgned digrapha(dl], event digraphs(h], Patrl neta[lX],
and unsigned digraphs weirhted with fanlt propagatinon probabifities and time Intervals[16]. IFCS
in elreeat to these appraaches and 18 heawily utileing the fallnwing festures of this approach: {a.}
modding of fanlt propagatinns, {b} the possibility af temparal reesnning, and {c} the pomsibiity af
disgnreing moet eommanly aocurring single and noo-interacting multiple fanlt cases in a limited
amaunt of time,

CONCLUSIONS
The approach described in this paper is practical for generating diagnosis and recaovery applicatinne
in large eeale plants bemuss:

» Itis & gereric methnd for addressing diagnnsetics problems. Applicatinns genersted ueing the
approach hawe heon uead for diagnoeie in varimie domaine, a8 mentinned above The appli-
catime hame provided accurate and timely diagnoeis infrrmation from & lange and eomplex
dats pet.

# Multiple means of specifFing recowery strafeqies are availahle an part of the method.

#» The methad enerurages and eupparte multiple modeling paradigmes ineluding object-nrisnted
madel deveapment. Maodals are hisrarchical in neture, and ean hese multiple viswa, and can
be rensed in nther applieatinne. Theos fantnres are relevant in enping with madel ermplexdty

#» This methnd is asailable as part of IPCS. Denefits in that syetem include object-oriented
technnlngy, database functinnalities, graphical model buiding, and antomatice application
gonerating.
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