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Central Aim of Gap Analysis 

Preliminary

Requirements

Analysis

Software

Requirements
Design Code

GNC

(ex.)

Certification

Process G
a

p
 A

n
a

ly
si

s
D

is
co

ve
ry

G
u

id
e

lin
e

s

e.g.,  
- Kalman Filter
- Controls Analysis
- Equations
- Modeling

e.g.,  
- Baselined Text Docs

e.g.,  
- Analysis
- Text Base
- Notation based on

Discrete Math & 
Traceable to Logical
Reasoning ð
(special domains) 

Roundtrip Engineering
Unit Testing
Peer Reviews

Gap Gap òGapó Gap Gap

Focus is on Design & Code using Model Based Methods for Software Health Management 

e.g.,  
- SDD
- MBM
- Model Checkers

(e.g., Spin)
- Theorem Proving

e.g.,  
- Code Generation 
- Static & Dynamic

Analysis Tools
- Hybrids



Slide 3 Draper Laboratory Proprietary Information

Software Health Management and Model Based Methods

Å OMG UML Profile for Modeling Quality of Service & Fault Tolerance Characteristics 
& Mechanisms Specification (Version 1.1, April 2008).

Å Suggests some UML extensions to these areas

ðQoS: Fault & Failure Characteristics

ðFT: Focus is on Technical Solutions in UML software architectures
òThe Goal of [software] fault tolerance methods is to include safety features in the software design or 
Source Code to ensure that the software will respond correctly to input data errors and prevent output and 
control errors. The need for error prevention or fault tolerance methods is determined by the system 
requirements and the system safety assessment process.ó [22]

Å Policies and Profiles for MetaModels for Fault Tolerant Core, Fault Detection, 
Object Group Properties, & Replication Styles

- Fault Detector Deployment Policy addresses how to monitor software faults: e.g., Software Fault 
Detectors (for HM) could be implemented as daemon processes that are installed with the FT 
infrastructure and registered in a manner internal to the FT infrastructure, allowing the infrastructure 
to include them in every fault -tolerant application within the fault tolerance domain in a transparent 
manner. 

- Guidance to Avoiding Vulnerabilities in Programming Languages through Language 
Selection and Use, 25 March 2008, ISO/IEC JTC 1/SC 22/OWGV N 0125

- Addresses stuff like dangling pointers, buffer overflow in heap & stack, null 
pointer dereference, pointer arithmetic, dead & deactivated code, loop control 
variable, unchecked array indexing, pre -processor directives, pointer casting

- Equally applicable to generated code
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Software Health Management òTypeó Initiatives 
for Ares 1 US

ÅThree Flight Computers within Instrument Unit for integrated Ares 
1 automated/autonomous control/monitor

ðFCOG 

ðFC: Byzantine Fault Resilient 3 String Voting Architecture

ÅArinc 653 Compliant Partitioned Environment ðhas its own Health Monitor 
specifications for process, partition, and modules, specifically for Error Levels, Fault Detection 
and Response, and Recovery Actions

ÅSoftware Common Cause Failure Trade Study 
ð Focus on mitigation of/Protection against software common cause failures (for Flight 

Computer). Fault tolerance & Trade Tree developed. 

ð Other NASA related fault tolerant studies identified (methods & architectures in back up 
slides with reference)
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Gaps ðChallenge Problems for Model Based Methods 
for Software Health Management
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Gaps ðChallenge Problems for Model Based Methods 
for Software Health Management
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Summarizing The Literature Analysis

ÅMany papers were reviewed

ÅAn equal amount identified for further review

ÅCommon themes

ÅGap.xls

Gap.xls


Slide 8 Draper Laboratory Proprietary Information

Conclusions: Forthcoming Activities

ÅWill continue researching case studies and reliable application  of 
generated code from model based tools (e.g., SEI ðMulti Aspect Model 
Repository & Model Bus, Modeling of Fault Tolerant Configurations)

ÅWill continue research case studies & tools for model checking (i.e., 
of UML, e.g., OCLE & USE ðstructural properties of UML) and 
populating the spreadsheet

ÅExplore Architectural Description Languages for Fault Tolerant UML 
Design for Fault Tolerant Applications (e.g., [9])

ÅContinue identifying gaps in selected reference material below

ÅContinue investigation of fault detection and mitigation methods and 
applicability to software health management 

ÅWill be working further with Cambridge -Draper software working 
group 
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